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Kurzbeschreibung
Eye-Opening Narrative Sheds New Light on the Threats and Risks of Everyday Computing

Author Michal Zalewski has long been known and respected in the hacking and security communities for his
intelligence, curiosity, and creativity. In Silence on the Wire: A Field Guide to Passive Reconnaissance and
Indirect Attacks, Zalewski shares his expertise and experience to explain how computers and networks work,
how information is processed and delivered, and what security threats lurk in the shadows. No humdrum
technical white paper or how-to manual for protecting one’s network, this book is truly unlike anything else
out there. It"s afascinating narrative that explores avariety of unique, uncommon, and often quite elegant
security challenges that defy classification and eschew the traditional attacker-victim model.

Rather than approaching computer security as a separate discipline, Silence on the Wire delves into the nuts
and bolts of modern-day computing so that readers will ponder network design and their own computing
activities from a new perspective. Where other books merely chronicle security exploits, Zalewski provides
explanations.

This book will be riveting reading for securtiy professionals and students, as well as technophilesinterested
in learning about how computer securtiy fits into the big picture and high-level hackers seeking to broaden
their understanding of their craft. Synopsis

There are many ways that a potential attacker can intercept information, or learn more about the sender, as
the information travels over a network. Silence on the Wire uncovers these silent attacks so that system
administrators can defend against them, as well as better understand and monitor their systems. Silence on
the Wire dissects several unique and fascinating security and privacy problems associated with the
technologies and protocols used in everyday computing, and shows how to use this knowledge to learn more
about others or to better defend systems. By taking an indepth look at modern computing, from hardware on
up, the book helps the system administrator to better understand security issues, and to approach networking
from a new, more creative perspective. The sys admin can apply this knowledge to network monitoring,
policy enforcement, evidence analysis, IDS, honeypots, firewalls, and forensics.
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